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Testing a SOA based Web Service
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AppLabs Agenda

» SOA and Web Services in Enterprise World
» Difference in Testing

» Challenges in Testing Web Services

» SOA Test Strategy

» Service/Component Test Approach

» Integration Test Approach

» Inter-operability Testing
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AppLabs SOA and Web Services
| Architecte Evoluton |
» SOA is an Architectural Style guiding s
usage of business processes as Services, ,t

and allowing different applications to
exchange data.

" Two-tier ‘,3( N-tier

» Web Services

» Emerging as a favourable alternative to implement SOA because of
its seamless interoperability.

» Language and platform independent infrastructure for loosely
coupled, inter-operable, app2app communication over the Internet.
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AppLabs SOA in Enterprise Systems
» Enterprise Systems
nterprise Backbone Enterpise Backbone
» Applications developed on J2EE, su_m—.—»l |
NET, CICS mainframes, etc. e &=

»
nterprise Front-ends @

» Web-based, desktop—based, etc. Front-end Apps and Business channels
» l
ome of the Front-end business channels @
Of a Bank Customers

» ATM interface
» Cash counter interface
» Web-based interface for clearing

|
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AppLabs Web Services in Banking Systems

»
OA requires the backbone to be broken up into a set of services. Each
service performs a specific business task.

» Transfer Amount
OA separates the process logic from | Check Batance
the business logic. /-.

» Business Tasks <_’é —T1 Debit Source Account

usiness logic is made available as

services. \‘.‘7 Credt Destinaton
» /

rocess logic is constructed by linking / . s Log the fund
these services.

Business Process

»

rocedure of linking services to form
a business process is
"orchestration."

|
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AppLabs Difference in Testing

lack Box Testing:

»

or an ATM black box tester, the Test
Methodology does not change with the use of
web services in the back end.

hite Box Testing of the Service:

»
he White box Test Strategy differs for web services. This is usually
grey box testing, a combination of black box and white box

b
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AppLabs Challenges in Testing Web Services

» Lack of User Interface — Test Approach follows a request/reply
mechanism based on WSDL. Might need a custom built Client
Interface to test

» Tester's Skills — Understand the WSDL (XML), SOA
Architecture, Strong Domain Knowledge

» Locating Errors — Defects are difficult to diagnose for a typical
tester due to verbose SOAP messages

» Simulating Client Requests — Anticipating the real time
scenarios by emulating the different data that clients might
send

AppLabs.com
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AppLabs Challenges in Testing Web Services

» Integration Testing — All the components might not be available for
testing. ( e.g. a 3 Party Service).

» Defect Tracking and Regression — Requires fair understanding of
all the methods of a service

AppLabs.com
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AppLabs SOA Test Strategy

» Test Design should follow a Top down Adda test
Approach L.

» Test Execution should follow a Bottom up
Approach starting at the individual service )

IeVel . IPeer] Run the tests

» Current testing methodologies should be —
extended to support the use of web services
in an SOA solution. —

» Adopting Test Driven  Development g
methodology can  understate  many .
challenges in testing eviopment

[Eall Run the tests [pass]
! [Development
stops)
AppLabs.com
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Service/ Component Test Approach

»

»

First Test the WSDL -- WSDL files contain meta data about Web
services' interfaces.

» Validation against the WSDL Schema

» Conformance check against WS-I's Basic Profile

» Regression testing of the WSDL

Test SOAP messages -- Testing the format of the SOAP messages. Ability
to monitor message processing is fundamental to testing Web Services

AppLabs.com
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Service/ Component Test Approach

» Web service producer and

consumer emulation

»

»

»

»

Whether the service exhibits the
intended behaviour when it receives
a valid request

Whether the service generates an
appropriate response for invalid
requests

Whether the client is able to initiate
a request to the service

Whether the client exhibits the
intended behaviour on receiving the
response

Connecting your world
through XML Web services

LR

Clients

AT Y

Web Services

e

Servers
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AppLabs Service/ Component Test Approach

» Publish, Find and Bind Validation -- Validate the efficacy of the “publish”,
“find” and “bind” Web services relationship. Testers should test each side of the

triangle. Client
I
AppLabs.com
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AppLabs Service/ Component Test Approach

» Test the asynchronous capability — SOAP supports asynchronous
messaging. Web Services testing should incorporate this in case of any
asynchronous scenarios

» Test any SOAP attachments — Attachment size, transmission should
be validated.

AppLabs.com
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AppLabs Service/ Component Test Approach

» Points for Functional Test Design:

» Test cases should be designed based on the WSDL by analysing all
the data options available, including negative testing.

» Tests authored should cover all the methods available in the WSDL,
including the various inputs with different data types and invalid inputs.

» Every valid SOAP request submitted to the server should result in a
valid SOAP response.

» The SOAP response message should be validated for conformance to
specifications. Requires creation of XPATHs for comparison of data

. _________________________________________________________________________|
AppLabs.com
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AppLabs Integration Test Approach

Goal — Validate Functioning of Interfaces and Data Sharing between
Services

» Integration Test Strategy — A proper Integration Test Strategy needs to
be laid out. In case of missing components, a simulation mechanism
should be designed.

» Integration Checkpoints-- Every time a SOAP request is initiated to a
particular service, the behaviour of the system or application in integration
should also be tested

. _________________________________________________________________________|
AppLabs.com
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AppLabs Integration Test Approach

» Web services Orchestration Testing — Test for whether the data is
appropriately processed by different services to create a business process

Addresses

e ——
| Coordinates

Coordinates
e —

Route

Route sg_gmenl

Direction

|__Route Segment

' ""‘ Directions and maps

—————"
" Highiighted map
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AppLabs Inter-operability Testing

Inter-operability is a major issue in an Inter-Enterprise SOA solution.

How to test for Inter-operability?
»  Static design time verification against the WSI standards.

» Active run time validation against different client environments.

I —
AppLabs.com
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AppLabs Inter-operability Testing

»  Test the services against various SOAP toolkits

» Establish a Test Harness that includes web service consumers in
popular languages such as Java, .NET, PHP, etc.

» Test across different versions of a language framework. (e.g. .NET
WSE 2.0 and 3.0)

Test Harness

SOAP Toalkits

Web

Microsoft A Service
Apache

|
AppLabs.com
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